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san EDITORIAL

Unity is strength; when there is teamwork and collaboration, wonderful
things can be achieved- Mattie Stepanek

It gives me immense pleasure to share with you all a moment of great
significance and triumph. Through our concerted efforts and dedication,
HUDCO has been conferred with a much deserved “Navratna” status by the
Government of India. It is time to celebrate and rejoice, being amongst top
19 Navratna CPSEs (out of the total 366 and 256 operating CPSEs) in the
Countrytohavebeenaccreditedwiththisstatus.

This recognition stands as a testament to the hard work, perseverance, and commitment
demonstrated by each one of you. | extend my heartfelt appreciation to all the stakeholders and
employees, for their relentless pursuit of excellence. It is teamwork and passion to innovate, that
has propelled HUDCO to new heights and securing this special status. | am truly proud to lead such a
dedicatedteam.

| am pleased to present the latest edition of Darpan, HUDCQO's cherished in-house magazine for the
last 12 years. It serves as a window for sharing thoughts, experiences, and ideas of HUDCO
employees in diverse domains. Darpan represents our collective spirit towards this esteemed
organization. Upon reviewing each contribution contained within the pages, | sincerely appreciate
the dedication and creativity demonstrated by our esteemed team members. Authors have made
diligenteffortsinsharingnarratives andinsights with colleagues.

The contributions of all the authors navigate the present and would serve as the cornerstone to
shape the future. We acknowledge and recognize every shared professional and personal
experience featured in this edition of Darpan. Additionally, we also capture the essence of our work
mixed with creativity. This edition reflects on our achievements and growth, from discussions on
societal betterment to life-altering anecdotes, historical retrospections, and effective pieces of
adviceforsecuringthefuture.

| am grateful to our predecessors for upholding the tradition of publishing this magazine and feel
happy to be part of its continuation. Together, let lives be illuminated, change be instigated, and the

course of urbandevelopmentbe charted towards new horizons. a
b

Sanjay Kulshrestha
Chairman & Managing Director
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gan INTRICACIES OF MULTILINGUALISM zai

Era, there were many small and big kingdoms.

One such kingdom was Vijayanagara Empire in
Southern part of the country, lead by most famous
King Krishnadevaraya. Linguistic affiliation of the
regime was questioned by historians as whether
following Kannada or Telugu. Living in Harmony was
easier as the mother language was Sanskrit. Further,
many of the words and scripts in both languages were
similar. You must be wondering why the Author HT (in
short HT) is going in the past, it is because | am a
descendant of one of those Bi lingual citizens. Though
| have not carried out genealogy for assessing my
lineage of descent, neither | possess a family tree.
However, | gather from the ancestors, perhaps in
18" century & due to famine they had left their place of
origin; a place called as Mukthapuram, now in border
district of Andhra Pradesh. They came to better
pasture inside
Karnataka for their
livelihood and settled
down in a village called
HEBBAL ( The authors
first Initial H stands)
then in Chitradurga
District of Karnataka. [
My old folks were Telugu
speaking people

‘ et me take you back to pre-British and Mughal

and started new k,.;:
livelihood. In spite of = .
passing away of time, =
there were always marriages amongst Telugu
speaking people these migrants.

>

Inthe present context, after Independence, the states
were divided based on the languages. My father being
a learned professional an Engineer, in those days
migrated to city in the search of job. He married in the
same Telugu speaking migrated community bride at
Hebbal. My parents were versant in Kannada only and
lost touch of their descendant’s Telugu language. lwas
bornin a place called Jog, as my father's first posting

was in Mahatma Gandhi Hydro Power station, at JOG
(JOG falls is one of the World-famous tourist places). |
along with my brothers were put in Kannada medium
Government School at Jog/Shivamogga, with mother
tongue as Kannada, it should have been Telugu. Later
my father shifted to Bengaluru and we were exposed
to pure Kannada. Further, due to transfer, we went to
Hubli, where | went to English medium for my high
school with Kannada as my first language. | learnt a
little bit of Hindi not as third language, but because of
cinemainfluence.By the timelpassedout12th, ljoined
Engineering College at Hyderabad Karnataka area in
Raichur under Gulbarga University. The language
again changed, as there was an influence of Telugu,
Hindi and Marathi in addition to Kannada. My college
was located amidst an area which was under the
erstwhile multilingual Vijayanagara Kingdom. It was
the first time exposed to my descendants bi lingual
skill. | started
interacting with Telugu
speaking students and
watched Telugu movies
of yesteryear stars like
NTR or ANR, to pick up
Telugu.

There was another twist
in learning of my
Multilanguage, | being
studied from Kannada
medium school, as a
quest to learn and
master English, during
my Engineering days,
Spent my entire energy on reading all English Dailies,
magazines, Novels and started watching English
movies. | also cultivated Dxing (Distance radio
Listening) of all stations ABC, BBC, QBC, VOA, SLBC
to keep myself update with songs and pop music of
those days. | also read sun magazines to learn accent
and lyrics of the songs. By the end of my college days, |
was fully versantand proficient in English, but alas, my
other language skills could not reach this level. After




Graduation, | came to New Delhiin the beginning of my
career. | knew that my Hyderabad accent of “ Batha
Nahi Katrhe hum hain Hyderabadi” or Mumbai accent
of “ Apun ko sab maloom hain Baap” and movie
dialogue of crazy Amitabh Bachchan starrers does
not work here. | was back to square of learning Hindi
and started with my broken Hindi. | picked up Hindi
speaking at Delhi, without knowing the next language
twistinmy life.

As per our descendant migrated community, | have
ended up in an arranged marriage with a Telugu
speaking girl from Border District of Anantapur, the
other state of unified Andhra Pradesh (No relevance
to story of two states of Chetan Bhagat). Luckily my
late mother-in-law though married to my late Father-
In-law who was from AP, it was a reverse migration for
her, as her parents way back had migrated from AP
state to Bengaluru. Further, she was convent
educated in those days and versant with all the three
languages and she has transferred entire multi-
language skilltomy wife being only daughter closed to
mother unlike seven sons. However, In Bengaluru at
my home, except my better-half, whom | can bombard
with my half learnt Telugu speaking skill, but she was
otherwise busy in recalling her last learnt skill of
Kannada. She being a fan of Kannada matinee Idol Dr
Rajkumar and seen many movies during her visit to
Bengaluru along with her mother started listening to
Kannada tracks. However, | was craving inside that |
should have picked up Telugu language, | have started
seeing Telugu movies onmy every visit tolnlaws place
to learn Telugu. | started reading Telugu a bit, as the
script is similar. | recall an incident, once my North
Indian Boss who was posted in Bengaluru wanted to
learnKannada, | had giftedhimabook learnKannadain
30 days. He was boasting that his Kannada has
improved. We were travelling in a flight to Hyderabad
onanofficialwork,hewasreadingaNews paper. After
some time he asked, why he is not able to read this 50
% of newspaper headlines, though he had just read
other news paper headlines at Airport lounge. | told
himas he hadread KannadaNewspaperatLounge and
now, heisholdinga TeluguNewspaper.
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In the meanwhile, | left my first PSU job of NIDC and
joined HUDCO and my first posting was at
Thiruvananthapuram. A new journey along with new
language was on cards. Athome, after birth of my first
child inculcation of Telugu on my son started. | was
speakinginKannada &my spouse in Telugutomy son.|
was little concerned about my bombardment of
languages on my son. Fortunately, | had met a
Professorfrom Dravidic Linguistic Association(DLAa
borrower of HUDCO) and he clarified me that the
children’s Brain is fresh like computer and they can
absorb multiple languages. He applied his caveat that
it does not mean we should thrust with French or
Greek. | was happy and thought that | should not only

learn Malayalam, but should push it as third language
tomy son, As | said earlier, Movies are also a media to
learn languages and in the interest of learning
Malayalam, we started watching Movies of Megastar
Mohanlal or Mammoty. Slowly we picked up this fifth
language.

By the time we started communicating Malayalam
with all, there was again dramatic twist, being in PSU,
one is liable for transfer that too on promotion, so we
were transferred to Kolkata. It was a total shift for our
Family, new culture, tradition, language. Any way we
took it on our stride. Luckily my son got admission in
best schools of Kolkata, like Lamartine ire / Don
Bosco's/ Birla schools, however we got his admission
in one of the best KV at Ballygunge considering our
transferability. Bengali is a sweet language and
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people are highly emotional and helpful. My spouse
picked up Bengali from society/ house maid, while |
picked up in dealing with clients as | was retail head of
HUDCO Niwas (HN) and my child from school. It was
during this period my second child a daughter was
born. Unlike my son, | did not speak to her in Kannada,
as | had picked up Telugu very well by that time. | felt
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that this was a mistake, as compared to my son her
language hold in Kannada was lesser, instead she
started listening to Bengali as well as Telugu at home.
Our Sixth language learning to speak had reached a
comfortable level, by then we were moved to
Bengaluru, as there was aneed of Chief Manager level
officerwhois versantinKannadatoHNbranch.

Our stay inBengaluruwas short for three years. By the
time my second child started picking up the
threadbare of the Kannada language, we were shifted
to Chennaion promotion. Again, it was anew language
for all of us, though they say Bengaluru people know
Tamil for sure, | did not belong to Bengaluru much,
Somehow, | felt like the language is thrust on us at
Chennai. There was a linguistic feeling and not an
accommodative and cosmopolitanenvironment as far
as language was concerned. In spite of all this we were
forced to pick up this seventh language to be in the
society.Ourstayherewasalsofor threeyearsplus, asl|
was transferred to head Kerala Region at
Thiruvananthapuram. As said earlier for all three of us,
the Malayalam language was like a slow-motion
movie, everything was rewinding, except for my
daughter.As our stay this time was longer and we were
versed with Malayalam, we could easily speak and

transact with people. My second child also picked up
Malayalam at school. Subsequent to my stint as
Regional Chief (RC), | was transferred to Bengaluru as
RC Bengaluru and was happy that my daughter would
pick up Kannada.The twist does not end here, as my
career was peaking, | was transferred to HQ Delhi,
Initially | could not shift my family,asmy sonwasintoa
new job and daughter had just completed X standard.
Subsequent to two-year, when my daughter got her
admission in Amity University at Noida, | shifted my
family to Amrapali Sapphire a housing Society, neater
tomy daughter’s college at Noida. Both my better half
and daughter had a gala of time in society and they
startedspeakingHindi well.

In the end | would like to say our Languages, Culture,
tradition, society is sodiverse, but we are linked inone
or the other way, for all of us Country comes first. Our
Country is so vast and my learnings is an iota as
compared to people and professionals who have not
only learnt like us speaking, but become proficient in
reading and writing as well and are masters of
multiple languages. | recall former Prime Minister
Late ShriPV NarasimhaRao, hewasnotonlyalearned
scholar, but was proficient in many languages and he
was able to speak infifteen Indian languages. As far as
| am concerned my postings along with the family be it
in South or East or North was always enjoyable and
learning. Best part of the language learning is
unlearning is easier, once you are amongst the
language speaking people or community, it looks like
you are retrieving it from recycle bin of our brains, In
addition to this lively and twist full happy journey of
learning multiple languages, the good time we have
spent with friends, colleagues and their families have
beenetchedinourmemories.

HT Suresh
Ex ED HUDCO

e Multilingual Author is Descendant of great
grandfatherwhowas Bilingual
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hat does Kolkata has in common with Moscow?

Well if you are sure that, the answer is their

communist past - let me ask you again. What
does Kolkata has in common with Moscow, St Petersburg
(Russia), Milan (Italy), Dallas (US) Lodz (Poland) Budapest
(Hungary), Vienna, (Austria) Berlin (Germany) and
Melbourne (Australia)? Itis the iconic trams of Kolkata. But
there is a tragic difference too. The trams in all these cities
are a part of public transportation system and boasts of
network not less than 100 km in any of these cities.
Whereas the trams of Kolkata is all set to be phased out of
public consciousness as a mode of environment friendly
public transport and relegated to the status of a ‘heritage’
touristattractionforjoyrides and event -arelic of the past.
Interestingly, Calcutta got its first tram years ahead of all
the cities mentioned above except Budapest, Hungary. As
of now, the fact to celebrate is that Calcutta, which was the
first city in Asia to get the electric tram, is also the city with

another story for another day. Trams were formally
introduced in Kolkata in 1880. The Calcutta Tramways
Company (CTC) was formed and registered in London in
December 1880. Steam-engine trams were introduced in
1882. In1902, Kolkata got its first electric tram. By 1960,
the tramways reached its peak. The CTC had a fleet of 450
tramcars and a network of about 70km. The seventies saw
the beginning of end of the tramways in Calcutta. Trams
were designated as a slow mode of transport that did not
serve the fast and aspiring citizens of Kolkata that
preferredbuses and metrorail. Importantly, tramways took
the blame for all perils that characterised the transport
system of Kolkata. Slow moving traffic, congestion and
evenroad accidents were attributed to tramways. Believe
it or not, the official report of the Government of West
Bengal recognised noise and air pollution as fallouts if
tramways. The first to go were the slightly raised platforms
for tramcars and the dedicated tram stops. Consequently,

il

the oldest operational tramway in Asia. For how long? The
futureisnotourstosee!

The trams of Kolkata that straddled the city and framed the
development of metropolis Calcutta celebrated 150 years
in February 2023. Did you know that the first experimental
tram rambled the streets of imperial Bengal on February
24,1873 as a horse-drawn tramcar on a 3.9km distance
between Sealdah and the Armenian Ghat innorth Calcutta?
Yes!youread it right. Armenian Ghat in Calcutta but that is

Photo Credit: Shibashis Biswas

the increased hazards of getting in and out of the tram
made it lose its most trusted riders - the old and the ladies
with children. Interestingly, in1992, the transport minister
Shyamal Chakraborty of the Left Front Government of
West Bengalhad said that trams hadbecome“obsolete and
they would die anatural death”and the current government
echoes the same thought. Accordingtoanewsreport,inthe
programme to celebrate 150th anniversary of tramways
the Transport Minister said trams would run on“four or five
routes” and “it would not be possible” to run them on all
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Memories In the Mist

Photo Credit: Screenshot of title scenes of movies Kalpurush & Mahanagar by
Buddhadeb Dasgupta & Satyajit Ray respectively

routes like before. He added that trams would remain a
heritage of the city. Now, operational trams are confined to
only three routes or around 15 km network with ridership
pegged at around 3,000 per day and run by West Bengal
Transport Corporation. Itis notunheard thatinmany cities
around the world trams that were withdrawn have been
reintroduced in new modern form for their eco-
friendliness. In the days and age of electric cars and rising
air pollution the reason for relegating electricity driven
trams with high passenger capacity to a heritage corner
that too in a polluted city like Kolkata is beyond my
comprehensionbut the future of trams are now in the court.
The Calcutta Tram Users Association (CTUA) has
challengedthedecisionof the state Governmentinthe court.

While | wish for revived tramways in Kolkata that will
address the pollution woos and traffic congestion in the
city | also celebrate the Tram café and Tram Museum in
Kolkata. For every individual who grew up in Kolkata in70s
and 80s traveling in trams, the experience will always be an
ineradicable component of Kolkata that is linked to its

Photo Credit: Wikipedia

culture and history. The synonymy of tram and life in
Kolkata is best depicted by none other than Satyajit Ray in
the first and the title scene of movie Mahanagar that
focussed on the moving tram cable. The list of Bengali
movies where trams depict the complexity of life inKolkata
would be endless. If you are a tourist, the Kolkata
experienceisincomplete withoutatramride.Lastbut most
important, tramways will always be special to me. As a
child, I always travelled in the second bogey of the tramcar
with my mother. The ticket costed 5 paisa less than the
front car since the seats did not have the choir cushions like
in the first bogey. Why do you need a cushioned seat when
we will all go in the same place - that's what my mother
would always tellme inreply to my tantrums for riding first
class. My first and probably the most important lessons in
middle class values andfalse egos. Thank youmaand trams
of Kolkata. Youwillalwaysbe special.

Kanika Basu
JGM(CD),
Corporate Office
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gan SHIVA- THE CONCIOUSNESS mai

Shiva - The state of meditation where there is
nothing but theinner sky of consciousness.

Consciousness- means "awareness; person's
conscious thoughts andfeelings asawhole.

Shiva is the fourth state of consciousness - the
meditative state that is beyond the states of
waking, deep sleep, and dreams. Shiva is the
consciousness that is non-dual and present
everywhere. Shiva is the consciousness that is pure
bliss, called chidanandarupa.

Shiva is a state and it is the state that we are
aspiring to reach and, in that state, we do not exist
as the separate being from the consciousness
called Shiva, we become one with Shiva.

Itrepresents that we are surrendering the darkness
inside us to the light. Shiva state is supreme
brightness, absolute brilliance. So, when we
surrender the darkness which is the ignorance inus
at the feet of the Lord, we become bright, we
become onewiththegod.

Theblue skin

Blue means infinite like the sky. Blue signifies the
all-pervading infinity which has no limits and no
shape.Knowledge has no shape, but it exists ineach
and every particle of the universe. Hence blue was
usedtorepresentinfinity.

The crescent moon

Wisdom is beyond the mind, but it needs a tinge of
mind to be expressed. This is what is symbolized by
the crescent moon. In the manifest world, the
infinite consciousnessrequiresallittle bit of mind to
express itself. So, the crescent moon symbolizes
that little bit of mind that is required to express the
inexpressible.

The third eye

Third eye represents the knowledge that is beyond
the reach of the senses. It is the seat of knowledge

()

and awakenedwisdom.
Thedamru

Damru, symbolizes the universe, which is always
expanding and collapsing. From expansion, it
collapses, and then it re-expands. This is the
processof creationanddestruction.

River Ganga

The River Ganges symbolizes knowledge—the type
of knowledge that purifies your soul. Knowledge
liberates, ibrings freedomandit purifies.

The snake

Shivais astate of meditationwhere there is nothing
but the inner sky of consciousness. In this state




Whatis Shiva? Rather, whatis not Shiva?

(I AM neither the conscious nor the unconscious
mind, neither intellect nor ego, neither the ears nor
the tongue nor the senses of smelland sight, neither
ether nor air nor fire nor earth. He is Consciousness
andBliss.lam Shiva!lam Shival)

(I AM without thought, without form. | am all-
pervasive; | am everywhere. | am neither
detachment nor liberation nor anything that could
be measured by all the senses. | am Consciousness
andBliss.lamShiva!lam Shival)

there is alertness without action. This state of
meditation when the eyes are closed gives the
impression that the person is sleeping. However, he
isnotasleep,butalert.

The trident

Shiva's trident represents three states of
consciousness, waking, dreaming, and sleep.
Holding a trident signifies that the state of Shiva is
beyond all three states, yet it also encompasses
these three states. Shiva's trident also represents
the three gunas, or qualities of positivity, activity,
and rest (sattva, rajas, and tamas). Consciousness
is beyond the three qualities, but it also holds the
three together.
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wan WHY DOES YOUR VOICE MATTER?

“Nothing can stand in the way of the power of a
millionvoices calling for change.”

These words of Barack Obama emphasize the
power that the general public, as a community, is in
possession of. For centuries, we have observed how
we make a much greater mark on history together,
than we do apart; a million voices call for more, than
one, lone voice does. However, is it not single, lone
voices which band together to form a chorus of
millions? While it is perfectly true that we can
achieve almost nothing when we are alone, is it not

also true that only one voice is required to begina

revolution; that only one o®
spark is required to set "
forestsablaze?

Every movement that has
ever gained momentum was
born from a single voice,
voicing an idea. No one can
succeed immediately; it
takes a large amount of time
to make yourself heard. It
can take so long that your
throatdriesupfromtryingto
be audible, and you want to
stop screaming. Itis important toremember, insuch
times, that your voice is not a privilege; it is a right.
Someday, your rights willbe acknowledged. Society
can take away many things; it can take away
anything material, it can take away your ability to
speak, but the one thing that can never be snatched
fromyouisyourvoice.

If we wish for change in the world, we must voice the
need for change. Nelson Mandela could not have
achieved some degree of equality or respect
without acknowledging the need to gain support by
gaining attention. Our basic rights are, today, a

(12

reality upheld by millions. Just two centuries ago,
they were nothing more than a single voice calling
forjustice. There is not one voice in the world that is
worthless. Nothing as immaterial and undefined as
avoice caneverbeworthless. If youhave something
to say, people will hear it. In today's world, social
media ensures that no voice goes unheard; you
could be a fish from the depths of the Atlantic, and
you would still be noteworthy. The possibility of a
human voice being dismissed without any
considerationatallishardly plausible.

Our voices are important because they are the
a voices that make up all the
constitutions in the world; they
are the voices that decide who
will lead all the countries in the
world. If every person decided
thattheirvoice wasunimportant,
* the world would be a different
" placeentirely.

~ Nomatter how soft, avoice will
always ring through a crowded
room if it has something to say.
If one bird begins to sing in the
wild, very soon, others will
join in too. Dianna Hardy captured this power, the
power of a single voice, perfectly, when she said,
“It only takes one voice, at the right pitch, to start
anavalanche”

Tripta Singh
Daughter of Simrandeep Kaur, JGM (P),
Corporate Office
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sam  CYBER HYGIENE AND SECURITY g

CyberHygiene and its importance

Cyber hygiene is a set of practices organizations and
individuals perform regularly to maintain the health
and security of users, devices, networks, and data. The
goal of cyber hygiene is to keep sensitive data secure
and protect it from theft or attacks. The concept
works similarly to personalhygiene.
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Here are some examples of cyber threats that can be
mitigated or avoided through proper cyber hygiene
practices:

1.

Phishing Attacks: Cyber hygiene, such as being
cautious of email links and attachments, can help
you avoid falling victim to phishing attacks. If you
don't click on suspicious links or download
malicious attachments, you can prevent attackers
from gaining access to your personal information
orinfectingyour systemwithmalware.

Password Compromises: Strong, unique
passwords, and the use of multi-factor
authentication can prevent unauthorized access
toyour online accounts. This can help protect your
financial accounts, email, and other sensitive
information frombeing compromised.

Ransomware Infections: Regularly updating your
operating system and software can patch

()
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vulnerabilities that ransomware attackers exploit.
Backing up your data also ensures you won't have
to pay aransom to recover your files in case of an
infection.

Malware Infections: Installing and regularly
updating antivirus and anti-malware software
helps you detect and remove malicious software,
reducing therisk of malware infections.

Data Breaches: Protecting your Wi-Fi network
with a strong password and encryption helps
prevent unauthorized access to your home
network, reducing the risk of data breaches.
Similarly, secure practices like using encryption
for sensitive communications can protect your
dataintransit.

Social Engineering Attacks: Being cautious
about what you share on social media and
verifying the identity of individuals or
organizations before sharing information can
preventsocialengineeringattacks.

Identity Theft: By monitoring your financial
accounts for unauthorized transactions, you can
catch identity theft early and take action to
protectyour financial assets.




8. Unauthorized Access to Mobile Devices: Using
strong passwords or biometric authentication
methods and keeping your mobile device's
operating system and apps updated can help
protect your personal information stored on
smartphonesandtablets.

9. Privacy Violations: Adjusting the privacy settings
on your social media accounts and being mindful
of the information you share can help prevent
privacy violations and unauthorized access to
your personaldata.

10. Physical Security: Properly disposing of
electronic devices and securely wiping data
before discarding them can prevent unauthorized

access toyour personalinformation.
Core components of Cyber Hygiene:

Core components of cyber hygiene are Regular
maintenance, Security improvement and Training &
awareness. Practicing good cyber hygiene can help
protectfromawiderange of cyberthreats

Benefits of Cyber Hygiene:

Cyber Hygiene helps in reducing operational
interruptions, Data compromise, and data loss,
improving security posture, and fostering a security-
centricculture

Challenges of Cyber Hygiene:

Following are the broad challenges faced in cyber
hygiene

1. Thebreadthand complexity of ITenvironments

15

2. Keeping up with the latest technologies and
vulnerabilities

3. Managing the cost and complexity of security
measures

Overcominghumanfactorsandbehaviours
Best practices and habits of Cyber Hygiene

1. Updating software and operating systems-
Regularly update your operating system,
software, and apps to patch security
vulnerabilities. Many cyberattacks target known
weaknessesinoutdatedsoftware.

2. Using strong, complex passwords that include a
combination of upper and lower-case letters,
numbers, and special characters. Avoid using
easily guessable information like birthdays or
common words. Consider using a password
manager to generate and store your passwords
securely.

3. Use of multi-factor authentication- \Whenever
possible, enable MFA for your online accounts.
MFA adds an extra layer of security by requiring
you to provide a second form of authentication,
such as a code from a mobile app or a fingerprint
scan.

Installing and running antivirus and firewall
software - Install reputable antivirus and anti-
malware software on your devices to detect and
remove malicious software.

5. Regular backing up data- Back up your important
data to an external device or cloud storage. In the




10.

11.

12.

13.

14.

event of a cyberattack or data loss, you'll have a
copy of your information.

Avoiding suspicious links or attachments (online
discretion) - Be cautious when receiving emails,
messages, or links from unknown sources.
Phishing attempts often use fake messages to
trick you into revealing sensitive information.
Verify the sender’s identity before clicking on
links or downloading attachments.

Change the default username and password for
your router and use WPA3 encryption for your Wi-
Fi network. Regularly update your router's
firmware and avoid public Wi-Fi for sensitive
transactions.

Educating oneself and others about cyber
threats- Stay informed about the latest cyber
threats and common tactics used by attackers.
Knowledge is your bestdefence.

Practice Safe Social Media Usage- Be mindful of
the information you share on social media. Avoid
posting personal details like your full name,
birthdate, orhome address.

Use Encrypt Data- When sending sensitive
information, use encrypted communication
channels. Messaging apps like Signal and
WhatsApp offer end-to-endencryption.

Monitor Your Financial Accounts- Regularly
review your bank and credit card statements for
any unauthorized transactions. Report any
discrepancies to your financial institution
immediately.

Secure Your Mobile Devices- Use a PIN,
password, or biometric authentication to lock
your mobile devices. Install security apps and only
download apps fromreputable sources.

Limit Access to Personal Information- Be
cautious about sharing personal information
online and only provide it to trusted sources.
Check the privacy settings on your social media
accounts.

Dispose of Devices Securely- \When disposing of
old computers, smartphones, or other electronic

15.

16.
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devices, ensure you wipe the data completely, or
physically destroy the storage media.

Be Cautious with Public Computers- Avoid using
public computers for sensitive tasks, as you can't
be sure of their security. If you must use them,
avoid saving any personal information or
passwords.

Report Suspicious Activity- If you suspect a
cybersecurity incident or become a victim of
cybercrime, report it to the appropriate
authorities and take necessary actions to
mitigate the damage.

Summary:

Cyber Hygiene is not a one-time activity, but a
continuous process that requires regular monitoring
and evaluation. By following good cyber hygiene
habits, you can improve your online security. Staying
vigilant is crucial, by following best practices, you can
reduce your risk of falling victim to cyber threats and
protectyourpersonaland professionalinformation.

S.P. Tripathi

ED(IT&ISO),
Corporate Office
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