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Good Habits that Can
Protect You Against Cybercrime

hile perusing my cybersecurity
Wcourse, I realized the sheer magnitude

of the issue of cybersecurity.
Cybercrime is increasing, and many people
have become victims. Technology has opened
doors for instant information, connectivity,
and entertainment. While the world seems
like a much smaller place with everything just
a click away, it exposes people to the dark
side of bullying, cyber-theft, and other online
predators and spies. These faceless evils are
a massive threat to everyone using the world
wide web, especially children, adolescents,
and women. Various categories of harassment
take place in cyberspace.

Cybercrime, being a burning issue globally
and such crimes are now more profitable than
drug trade. It is an essential indicator of the
changing environment in which we live and
work. Once serious money is involved, the
stakes change, as do the methods of crime
perpetration. Cybercrime is still not entirely
recognized in India. The only way to bring it to
lightis to involve as many people as possible to
build a sense of awareness and responsibility.
The cause of 90% of all cyberattacks is
human negligence. Therefore, cybersecurity
awareness is essential for everyone today. To
reduce the risk of cyber threats, we must be
vigilant while making use of technology.

Good habits that can help you protect
against cybercrime:

e Cyber-crime and fraudsters
usually try to hack into victims’
personal and financial
information online via
phishing e-mails and
viruses. If you receive an
e-mail with an attached
link that either asks
you to present your

bank information
or confirm  your
bank account

information, do not.
The key to avoiding
cyber-crime is to

understand what your bank and related
bodies would ask of you, and they would
never e-mail or call you asking for your
bank information. Even if the e-mail or the
phone call sounds legitimate and honest,
you should contact the bank yourself and
ask them if this e-mail originated from them
or not.

Avoid anything suspicious. If you receive
an e-mail requesting your personal
information, do not respond. Do not
forward suspicious links — delete them or
mark them as junk.

Know when a site is untrusted. If the link has
“https:” rather than simply “http:” then it is
generally considered a “security-enabled”
website. When shopping or banking, make
sure that the link starts with “https:” before
entering private information.

Do not click on links in the e-mails or sites
other than your bank’s simple net banking
site to access your net banking webpage.

Always visit the bank’s net banking site
through the bank’s home page by typing
the bank’s website address onto the
browser’s address bar.

Always verify the bank’s net banking web

page’s authenticity by checking its

URL and the padlock symbol at
the browser’s bottom corner.

. Use encryption
whenever possible. Use
full-disk encryption on your

laptop to protect data in
the event of theft or loss.

. Make sure you
destroy all traces of
your personal and

financial information.

If abank has posted
your information
with  your bank
details onit, ensure
that you shred this

information, as a

fraudster could find
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this information in a bin and utilize it online
to process a payment.

* Cross-check your last login information
available on net banking upon every login
to ascertain your previous login and monitor
any unauthorized logins. Always type in
your confidential account information. Do
not copy-paste it.

* Monitor your transactions regularly. Use
the bank’s alerts service and bring any
fraudulent transaction to the notice of the
bank. Always logout when you exit net
banking. Do not directly close the browser.

* Avoid unsecured wireless. Stay on the
cellular network whenever possible. If
you must use wi-fi, make sure it requires
a password and check on the security.
(WPA-2 is ideal.) Avoid public networks
(airports, coffee shops, restaurants) that

create many attack avenues.

e Bring your own tools. Don’t
use those business work
centers available in hotels
and convention centers
for anything confidential
(checking e-mail, ordering
online, accessing client
documents, logging into .&
extranet portals). Bring your
laptop and internet hot spot. Be
in control of your security.

* Practice selfie awareness. Photos shared
online can reveal a wealth of information.
Landmarks or distinctive architectural
features in the background can pinpoint
a location, even if you have stripped
geotagging data from the photo. A vehicle
license plate, a security badge, a keypad
(with dirty keys showing which ones you
were using in the code!), a company logo
— these are all critical pieces of information
that we often ignore when framing a photo.
We know that crooks of all kinds use
social media to build profiles of potential
victims. Yet, the urge to take pictures when
traveling overcomes our natural reticence
about “oversharing.”

* Understand and protect against identity
theft. Certain types of personal information
can be used to committing fraud, such as
account takeovers, unauthorized money
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transfers, or new credit lines opened in your
name. It may result from malware on your
computer, social engineering that tricks
you into giving personal information over
the phone or internet, or a thief stealing
your mail or trash to access personally
identifiable information. You can protect
against identity theft by following several
best practices — including shredding
sensitive documents, avoiding suspicious
links and attachments in your e-mail,
learning to recognize and block smishing
attacks, and reviewing your credit
report regularly. Tip: opt-in for electronic
statements whenever possible to avoid the
risk of stolen mail and eliminate the need
for shredding.

Disable the “autocomplete” feature on your
browser.

. Uncheck “user names and
passwords on forms,” click on
“Clear passwords.”

. Use the virtual keyboard
feature while logging into your
internet banking account.

. Make your social media
accounts private. Ensure your
profile is visible only to your
contacts that criminals cannot use
your information against you.

Continually update your computer and
mobile devices. Cybercriminals frequently
gain access to information by using
known flaws in the software and operating
systems that run your computer or phone.
Updates are crucial; patching these
flaws and vulnerabilities can make it less
likely that you will become a victim of a
successful cyberattack. Tip: you can easily
program your phone and computer to
update automatically, effectively managing
the patches for you. Here are instructions
for iPhones and phones using Android and
Microsoft operating systems.

Furthermore, make sure you protect
your computer with anti-virus software to
combat any contact made between the
fraudster and your computer. Employ anti-
virus software and anti-malware protection
on your computers. Cybercriminals also
use technical attacks to deploy viruses,




botnets, malware, keyloggers, and spyware
to infect or take over your machine. Most
new devices will come with a free anti-
virus software trial pre-installed that you
can purchase once the trial period is over,
but hundreds of anti-virus applications
are available. Please ensure the software
solutions you choose provide adequate
protection, keep them updated with the
latest virus definitions and schedule full
scans at least once per week. Tip: almost
all internet service providers (ISP) offer a
free subscription to anti-virus software, as
itis in their best interest to keep you secure.
Check with your provider for download
instructions, but keep in mind that free
subscriptions may not be sufficient
for small businesses, which may
benefit from extra protection.

Use good password habits. Do
not repeat passwords across
multiple  websites, change
your passwords every three to \\
six months, and create strong,
difficult-to-guess passwords. New
research indicates that long passwords
can be just as effective as passphrases if
you avoid terms or names directly relating
to you. Remember to use a combination of
letters, numbers, and symbols whenever
possible. For a brief description of
passwords and passphrases, visit sans
security awareness. Tip: using a password
“vault” can help you securely keep your
passwords all in one place. Password vault
programs are available for mobile devices
and computers.

Strengthen your home network. It may
seem daunting to manage all of your
devices, but starting with your internet
router will improve your source’s security.
Change the password from the default
provided by your ISP, and choose the
appropriate encryption, starting with at
least wi-fi protected access 2 (wpa2).
Also, check your router to see what is
connected; the number of items connected
may surprise you. Tip: you can purchase
protection against cyberattacks for every
internet-connected device in your home,
including game consoles, smart TVs, and
appliances.

Access to your computer and devices. For
mobile devices, enable a pin/passcode
and choose the option within your settings
for auto-lock. For computers, keep multiple
profiles, which will allow you to apply
restrictions to accounts used by younger
children. Tip: remember, if you have
programmed your phone or computer to
accept someone else’s fingerprint or “face
id,” that person will have access to almost
all of your applications that make use of
these forms of authentication.

Back up the data on your computer
and mobile devices because even the
best machine or device may become
compromised or crash; regular
backups to an external hard
drive will help you recover your
information in these situations.
They can be purchased at
any electronics store and
programmed to perform nightly
backups of either specific files
or everything on your computer.
Make redundant backups using an

external hard drive and a secure cloud
provider for irreplaceable items, such as
family photos. Tip: you can now easily
back up many mobile devices to the cloud
storage space owned and hosted by a
vendor such as Google, iCloud, or box.
But use caution when sending financial
information to cloud storage, which is
more appropriate for photos, contacts, and
media.

Talk to your children and family about
internet security. Young children are
vulnerable to even the most basic of cyber
tricks. Teenagers, while savvy, are online
more frequently and often visit riskier
sites, such as file-sharing platforms for
movies, videos, and games. And older
family members have what every criminal
wants: financial assets and limited digital
knowledge. Tip: local community colleges
and libraries often offer internet safety
courses.

Keep control of your information. Do not
automatically hand over social security
numbers, account numbers, or other
susceptible details. Also, never release
your credit or debit card information to
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someone who initiates contact with you.
Tip: organizations and businesses that
request access to your social security
number may not need it. Use alternative
forms of identification whenever possible,
and stay alert for medical, insurance, or
even tax fraud.

Shop only from secure and well-known
websites. We've seen that not all SSL-
based websites are certain. To prevent
you from being a victim of man-in-the-
middle attacks and crimes against your
credit cards or online wallets, first, make
sure that the site you’re shopping on is
encrypted with https. Also, make sure
you’re shopping on well-known sites, such
as Amazon, eBay, Walmart.

« Enable vyour system firewall. Most
operating systems include a complete
pre-configured firewall to protect against
malicious packets from both the inside and
the outside. A system firewall will act as the
first digital barrier whenever someone tries
to send a lousy package to any of your
open ports.

Know what to do if you become a victim. If
you discover that your information has been
exposed, you may want to enable a fraud alert
or a credit freeze on your credit information. A
fraud alert on credit reports requires potential
creditors to contact you and obtain permission
to open new accounts or lines of credit. A
security freeze may help block institutions
or lenders from accessing your credit report
unless a pre-set pin is provided to “thaw”
the information, which prevents them from
opening new accounts in your name. Tip:
consumers are entitled by law to receive a free
credit report from each of the credit reporting
bureaus once a year

If all of your preventive methods fail, you
should contact the relevant bodies established
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to combat cyber fraud, such as the action fraud
cyber-crime reporting center.

Where to Report a Cyber Fraud?
1. Visitthe nearest police station immediately.

2. To report cybercrime complaints online,
visit the National Cyber Crime Reporting
Portal. This portal can be accessed at
https://cybercrime.gov.in/. In this portal,
there are two sections. One section reports
crime related to women and children
(where reports can be filed anonymously).
Another area is to report other types of
cybercrimes. You can also file a complaint
offine by dialing the helpline number
155260.

3. If you receive or come across a fraudulent
SMS, e-mail, link, phone call asking for
your sensitive personal information or bank
details, please report it on the Cyber web
portal by visiting www.report phishing.in

4. Refer to the latest advisories which CERT-
IN issues on https://www.cert-in.org.in/

5. Report any adverse activity or unwanted
behavior to CERT-IN using the following
channels

E-mail: incident@cert-in.org.in
Helpdesk : +91 1800 11 4949

Provide the following information (as much as
possible) while reporting an incident:

« Time of occurrence of the incident

* Information regarding affected system/
network

» Symptoms observed

6. To report lost or stolen mobile phones,
file a First Information Report (FIR) with
the police. Post filing the FIR, inform the
Department of Telecommunications (DoT)
through the helpline number 14422 or file
an online complaint on Central Equipment
Identity Register (CEIR) portal by visiting
https://ceir.gov.in. After verification, DoT
will blacklist the phone, blocking it from
further use. In addition to this, if anyone
tries to use a different SIM card, the
service provider will identify the new user
and inform the police.

Hemlata Sharma
JGM (IT)- RO Bhopal
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